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Editorial Review

From the Back Cover

Protect Your Mission-Critical Data with Tips and Tricks from an Oracle Security Insider

Oracle expert David Knox has written the most practical, up-to-date book on Oracle Database 10g security
available. With an emphasis on real-world problems and detailed solutions, Effective Oracle Database 10g
Security by Design provides all the information you need to develop and deploy secure database applications.
The entire security cycle is covered--from identification and authentication to fine-grained access control and
encryption to effective auditing techniques. The material is presented with comprehensive yet easy-to-
understand examples that show how to use all the security technologies in a complementary way.

Assess database vulnerabilities and develop effective security policies●

Preserve user identity with in-depth analyses of JDBC connection pools, proxy authentication, and client●

identifiers
Manage database users from a central directory without sacrificing security●

Lock down database access using secure application roles●

Leverage application and database security within Oracle’s Identity Management infrastructure●

Validate user privileges by using simple views and scripts●

Protect individual data elements by using the new Oracle DBMS_CRYPTO package●

Exploit database views to provide row-level and column-level fine-grained access controls●

Enforce need-to-know access and data privacy with Virtual Private Database and Oracle Label Security●

Ensure user accountability with Oracle fine-grained Auditing●

David Knox is the chief engineer for Oracle’s Information Assurance Center and is one of the premier
educators worldwide on Oracle security. While at Oracle he has worked on wide-ranging security programs
for various customers including the U.S. Department of Defense, intelligence agencies, financial services
companies, and healthcare organizations.

About the Author
David Knox (Chantilly, VA) is the Chief Engineer for Oracle's Information Assurance Center – Oracle
Corporation's Security Center of Excellence. Mr. Knox joined Oracle Corporation in June 1995. While at
Oracle, Mr. Knox has worked on many security programs for the US Department of Defense, various
Intelligence Agencies, Healthcare and Financial Services industries. His knowledge in computer security
derives not only from working knowledge and experience with Oracle's security products and database
security, but also his academic studies in the areas of multilevel security, cryptography, LDAP, and PKI.
David earned a bachelor's degree in Computer Science from the University of Maryland and a master's
degree in Computer Science from Johns Hopkins University.

Users Review

From reader reviews:



Donna Cook:

This Effective Oracle Database 10g Security by Design book is not really ordinary book, you have it then the
world is in your hands. The benefit you will get by reading this book is definitely information inside this
publication incredible fresh, you will get facts which is getting deeper you read a lot of information you will
get. That Effective Oracle Database 10g Security by Design without we understand teach the one who
reading through it become critical in contemplating and analyzing. Don't be worry Effective Oracle Database
10g Security by Design can bring if you are and not make your case space or bookshelves' turn into full
because you can have it with your lovely laptop even telephone. This Effective Oracle Database 10g Security
by Design having good arrangement in word and also layout, so you will not feel uninterested in reading.

Donald Kelley:

Now a day people who Living in the era just where everything reachable by interact with the internet and the
resources inside it can be true or not call for people to be aware of each data they get. How people have to be
smart in receiving any information nowadays? Of course the reply is reading a book. Reading through a book
can help people out of this uncertainty Information specifically this Effective Oracle Database 10g Security
by Design book as this book offers you rich info and knowledge. Of course the data in this book hundred
per-cent guarantees there is no doubt in it as you know.

Richard Zhang:

The feeling that you get from Effective Oracle Database 10g Security by Design may be the more deep you
looking the information that hide in the words the more you get serious about reading it. It does not mean
that this book is hard to understand but Effective Oracle Database 10g Security by Design giving you thrill
feeling of reading. The author conveys their point in certain way that can be understood by means of anyone
who read the item because the author of this book is well-known enough. That book also makes your
personal vocabulary increase well. That makes it easy to understand then can go together with you, both in
printed or e-book style are available. We highly recommend you for having that Effective Oracle Database
10g Security by Design instantly.

Angela Souther:

Hey guys, do you wishes to finds a new book to study? May be the book with the title Effective Oracle
Database 10g Security by Design suitable to you? Often the book was written by famous writer in this era.
The book untitled Effective Oracle Database 10g Security by Designis the one of several books this everyone
read now. This book was inspired lots of people in the world. When you read this e-book you will enter the
new way of measuring that you ever know prior to. The author explained their thought in the simple way,
therefore all of people can easily to be aware of the core of this reserve. This book will give you a great deal
of information about this world now. To help you see the represented of the world in this book.
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